STATE OF ARIZONA

DEBRA K. DAVENPORT, CPA OFFICE OF THE WILLIAM THOMSON
AUDITOR GENERAL DEPUTY AUDITOR GENERAL

AUDITOR GENERAL

October 1, 2007

The Honorable Robert Blendu, Chair
Joint Legislative Audit Committee

The Honorable John Nelson, Vice Chair
Joint Legislative Audit Committee

Dear Senator Blendu and Representative Nelson:

Our Office has recently completed an 18-month follow-up of the Department of Revenue—
Business Reengineering/Integrated Tax System (BRITS), regarding the implementation status
of the 19 audit recommendations (including sub-parts of the recommendations) presented in
the performance audit report released in October 2005 (Auditor General Report No. 05-15). As
the attached grid indicates:

B 7 have been implemented, and
B 12 are in the process of being implemented.

Our Office recommends completing the next follow-up for this audit in approximately one year
(August 2008) rather than at the normal 6-month interval to accommodate the Department’s
need to focus on the next two BRITS program implementations, currently scheduled for
December 2007 and April 2008. This delay will also allow our Office to better report on the
status of the BRITS program, including the Department’s post-implementation activities.

Sincerely,

Melanie M. Chesney, Director
Performance Audit Division

MMC:Acm
Attachment

CC: Gale Garriott, Director
Department of Revenue
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DEPARTMENT OF REVENUE

BUSINESS REENGINEERING/INTEGRATED TAX SYSTEM (BRITS)
18-Month Follow-Up Report To
Auditor General Report No. 05-15

FINDING 1. Department needs to better manage BRITS project

Recommendation

Status of Implementing
Recommendation

Explanation for Recommendations That
Have Not Been Implemented

1. To take advantage of expert project
management advice, the Department
should consider hiring an outside advi-
sor to oversee the remaining implemen-
tation of BRITS and fulfill the outside
advisor’s requirements that are de-
scribed in the BRITS contract. To do so,
the Department would have to examine
possible funding methods, such as allo-
cating monies from its current budget, or
seeking a separate appropriation from
the Legislature.

Implementation in Process

According to the Department, it hired Comsys in
February 2006 as an outside advisor without
seeking an additional appropriation. The advisor
provided the Department with a draft of its au-
dit findings and recommendations in June 2006.
In January 2007, the Department developed a
draft implementation plan. The Department has
prioritized its plans for implementing the advi-
sor’s recommendations into three phases and the
advisor will produce a follow-up report at the
end of each phase. According to the Department,
the third phase will be implemented by October
31, 2007.

2. To better ensure success and to ensure
that the terms of the BRITS contract are
tulfilled, the Department should develop
and follow its own overall plan to man-
age the project.

Implemented at 6 Months




DEPARTMENT OF REVENUE

BUSINESS REENGINEERING/INTEGRATED TAX SYSTEM (BRITS)
18-Month Follow-Up Report To
Auditor General Report No. 05-15

FINDING 1. Department needs to better manage BRITS project (cont’d)

Recommendation

Status of Implementing
Recommendation

Explanation for Recommendations That
Have Not Been Implemented

3. To prevent some of the issues that oc-
curred in the initial phases of BRITS, the
Department should continue its efforts
to include key stakeholders in better de-
fining the Department’s requirements for
the BRITS system and ensuring that both
the Department and Accenture agree on
what those requirements are until the
BRITS project is complete.

Implementation in Process

Key stakeholders and Accenture remain in-
volved in gathering and approving the require-
ments for the BRITS program. According to the
July 2007 monthly DOR/GITA BRITS status re-
port, the next implementation for the BRITS pro-
gram, Individual Income Tax, is scheduled for
December 2007. This will be followed by the
ESKORT desk audit segment, which is sche-
duled for April 2008. Post-implementation activ-
ities are scheduled until the BRITS program im-
plementation end date of June 30, 2008.




DEPARTMENT OF REVENUE

BUSINESS REENGINEERING/INTEGRATED TAX SYSTEM (BRITS)
18-Month Follow-Up Report To
Auditor General Report No. 05-15

FINDING 1. Department needs to better manage BRITS project (cont’d)

Recommendation

Status of Implementing
Recommendation

Explanation for Recommendations That
Have Not Been Implemented

4. To remain aware of and plan for project
risks, the Department should continue
its efforts to identify, document, and mi-
tigate risks until the BRITS project is
complete.

Implementation in Process

According to the Department, it has taken steps
to improve its risk management process based
on recommendations made by the outside advi-
sor, Comsys. In January 2007, the Department
developed a draft plan for implementing Com-
sys’ recommendations including those relating
to its risk management processes. The Depart-
ment prioritized the Comsys recommendations
related to risk management as the first ones to be
implemented, and according to the Department
many of these recommendations were imple-
mented by April 30, 2007. However, some rec-
ommendations were not implemented because
they were no longer applicable for the current
phase of the BRITS project, but the Department
plans to implement these recommendations re-
lated to risk management on future projects.




DEPARTMENT OF REVENUE

BUSINESS REENGINEERING/INTEGRATED TAX SYSTEM (BRITS)
18-Month Follow-Up Report To
Auditor General Report No. 05-15

FINDING 1. Department needs to better manage BRITS project (cont’d)

Recommendation

Status of Implementing
Recommendation

Explanation for Recommendations That
Have Not Been Implemented

5. To make certain that all necessary func-
tions of the system are working prior to
conversion, the Department should en-
sure BRITS testing is adequate, includ-

ing:

a. Getting system users involved with
testing as early as possible, and

Implementation in Process

According to the Department it has designated
subject matter experts from each division who
are responsible for reviewing system test condi-
tions (test scenarios for user testing), creating
and reviewing user test conditions, and planning
for user testing which began in July 2007.

b. Making sure that an adequate
amount of time is taken to perform
testing, and correct and retest any
problems.

Implementation in Process

The Department reported that it hired a consul-
tant to oversee and coordinate user testing. The
Department reported that user testing for Indi-
vidual Income Tax which started in July 2007, is
scheduled to be completed by October 2007. In
addition, ESKORT desk audit user testing is
scheduled for 3 months, starting late in Decem-
ber 2007, and ending March 2008. The consultant
testing coordinator will not oversee this testing,
but will still advise and assist.




DEPARTMENT OF REVENUE

BUSINESS REENGINEERING/INTEGRATED TAX SYSTEM (BRITS)
18-Month Follow-Up Report To
Auditor General Report No. 05-15

FINDING 1. Department needs to better manage BRITS project (cont’d)

Recommendation

Status of Implementing
Recommendation

Explanation for Recommendations That
Have Not Been Implemented

6. To ensure that all department staff can
perform their jobs using BRITS, the De-
partment should continue to ensure that
future training will address previous
training problems and will allow the
Department to effectively use, operate,
and maintain BRITS.

Implementation in Process

The Department reported that all staff training
classes are designed and materials are developed
for Individual Income Tax training which is
scheduled to begin October 1, 2007. The De-
partment has also designated staff who are re-
sponsible for creating and reviewing procedures,
and developing and delivering training.

In addition to ensure that training helps depart-
ment staff perform their functions, the Depart-
ment has taken steps to ensure IT staff are fully
trained to operate and maintain BRITS. For ex-
ample, the Department has assessed its IT staff’s
training needs and developed some initial train-
ing plans to meet those needs.




DEPARTMENT OF REVENUE

BUSINESS REENGINEERING/INTEGRATED TAX SYSTEM (BRITS)
18-Month Follow-Up Report To
Auditor General Report No. 05-15

FINDING 1. Department needs to better manage BRITS project (cont’d)

Recommendation

Status of Implementing
Recommendation

Explanation for Recommendations
That Have Not Been Implemented

7. To ensure the BRITS system is secure
and sensitive data is protected, the De-
partment should:

a. Complete and implement policies
and procedures that govern system
access controls, audit trail creation
and analysis, data encryption man-
agement, virus protection, and intru-
sion detection and prevention; and,

Implementation in Process

The Department hired a new security manager
in the fall of 2006 and is in the process of devel-
oping an IT security program. The Department
reported that it has four full-time staff dedicated
to data security. The Department is in the
process of revising its Information Security Policy
Manual and plans to have it completed by Octo-
ber 2007. In addition, the Department indicated
that it is forming an Information Security Com-
mittee whose responsibilities include reviewing
the Department’s information security policy for
effectiveness, impact, and appropriateness.




DEPARTMENT OF REVENUE

BUSINESS REENGINEERING/INTEGRATED TAX SYSTEM (BRITS)
18-Month Follow-Up Report To
Auditor General Report No. 05-15

FINDING 1. Department needs to better manage BRITS project (cont’d)

Recommendation

Status of Implementing
Recommendation

Explanation for Recommendations
That Have Not Been Implemented

b. Perform security assessments period-
ically to determine if its policies and
procedures are followed and ade-
quately ensure system security.

Implementation in Process

A draft of the Department’s Information Security
Policy Manual indicates that the Information Se-
curity Office (Office) will perform annual infor-
mation security risk assessments of each busi-
ness unit and work with them to develop securi-
ty plans. In addition, it indicates that the Office
will perform security assessments of each unit’s
security controls and if necessary work with the
units to develop action plans to address security
vulnerabilities.

8. To help with the planning and execution
of future phases of the project, the De-
partment should develop and follow a
formal post-implementation review
plan, as stated in the BRITS contract, that
outlines how and when during the
project it will perform the reviews.

Implementation in Process

According to the Department, it is gathering
project expectations for Individual Income and
ESKORT desk audit from stakeholders and will
be developing a post-implementation review
plan. In addition, according to department man-
agement, the post-implementation review will
review project schedule, budget, and identify
lessons learned to apply to future projects.




DEPARTMENT OF REVENUE

BUSINESS REENGINEERING/INTEGRATED TAX SYSTEM (BRITS)
18-Month Follow-Up Report To
Auditor General Report No. 05-15

FINDING 1. Department needs to better manage BRITS project (concl’d)

Recommendation

Status of Implementing
Recommendation

Explanation for Recommendations That
Have Not Been Implemented

9. To increase the chances of success, until
the project is complete, the Department
should continue to hold lessons-learned
sessions at appropriate points during the
project and should document and use the
results of these meetings to improve
BRITS implementation.

Implementation in Process

The BRITS Steering Committee held lessons
learned meetings to discuss the creation of ma-
nual procedures and training, and organization-
al readiness and communication, for the Indi-
vidual Income Tax and ESKORT desk audit im-
plementations.

According to the Department, it has changed
some processes for the Individual Income Tax
implementation because of prior lessons learned
meetings. For example, according to the De-
partment it is ensuring that interfaces with
“feeder systems” into BRITS, such as the cashier
system and the tax returns data entry system, are
tested during user testing. In addition, the De-
partment reported that it ensured that test cases
were identified and prioritized for user testing
so that the most critical business processes will
be tested first.




DEPARTMENT OF REVENUE

BUSINESS REENGINEERING/INTEGRATED TAX SYSTEM (BRITS)
18-Month Follow-Up Report To
Auditor General Report No. 05-15

FINDING 2: BRITS not generating additional revenue as expected

Recommendation

Status of Implementing
Recommendation

Explanation for Recommendations That
Have Not Been Implemented

1. The Department should continue to work
toward improving BRITS-generated reve-
nue for the remainder of the contract term.
Specifically, the Department should con-
tinue to work with Accenture to:

a. Resolve BRITS' inability to generate ac-
curate collections notices, thereby in-
creasing efficiency revenue, and

Implementation in Process

To prevent inaccurate billing statements caused
by data conversion and processing issues en-
countered while implementing BRITS, the De-
partment delayed some billings. It continues to
work toward reducing its billing backlog
through a special project and has also imple-
mented a process to continue to review some bil-
lings for accuracy.




DEPARTMENT OF REVENUE

BUSINESS REENGINEERING/INTEGRATED TAX SYSTEM (BRITS)
18-Month Follow-Up Report To
Auditor General Report No. 05-15

FINDING 2: BRITS not generating additional revenue as expected (cont’d)

Recommendation

Status of Implementing
Recommendation

Explanation for Recommendations That
Have Not Been Implemented

b. Improve existing BRITS discovery pro-
grams and identify and implement
new programs.

Implementation in Process

Department staff reported that the Department
has not implemented any new discovery pro-
grams since the last follow up, but it has plans to
do so in the future. Department management
also explained that new discovery programs re-
quire IT programming, and programmers are
currently working on preparing for the Individ-
ual Income Tax and ESKORT desk audit imple-
mentations. The Department plans to explore
further discovery programs after these imple-
mentations are complete. The Department fur-
ther reported that more than $4.8 million was
collected in fiscal year 2007 through the five dis-
covery programs in use.

2. The Department should continue to report
the following information about BRITS en-
forcement revenue in its monthly Project
Status Report to GITA:

a. The amounts of discovery revenue, li-
cense compliance baseline revenue,
and efficiency revenue separately,

Implemented at 6 Months
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DEPARTMENT OF REVENUE

BUSINESS REENGINEERING/INTEGRATED TAX SYSTEM (BRITS)
18-Month Follow-Up Report To
Auditor General Report No. 05-15

FINDING 2: BRITS not generating additional revenue as expected (concl’d)

Recommendation

Status of Implementing
Recommendation

Explanation for Recommendations That
Have Not Been Implemented

b. Any negative efficiency amounts in-

curred, and Implemented at 6 Months
c. Any cumulative negative efficiency

amount and the fact that the amount

must be earned back before Accenture Implemented at 6 Months

can be paid from future efficiency rev-
enue.
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DEPARTMENT OF REVENUE

BUSINESS REENGINEERING/INTEGRATED TAX SYSTEM (BRITS)
18-Month Follow-Up Report To
Auditor General Report No. 05-15

FINDING 3: Department should better ensure contract changes are appropriate

Status of Implementing Explanation for Recommendations That
Recommendation Recommendation Have Not Been Implemented

1. To ensure that contract changes are in the
State’s best interest and within the legal
requirements, such as contract terms and
procurement rules, the Department
should:

a. Consult its procurement office and EPS
about proposed changes and document Implemented at 18 Months
the related discussions, or

b. If the Department believes proposed
changes clearly will not affect the over-
all contract scope and therefore do not Implemented at 18 Months
warrant EPS” involvement, document
the reasoning behind its determination.

2. To ensure that changes affecting the
project’s scope are identified and incorpo-
rated into the contract, the Department
should prepare documentation for contract
changes that clearly explains the change
being made, why it is being made, and
whether the change will impact the scope
of the tasks involved or the overall project.

Implemented at 18 Months
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